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PYROBOJICTBO IO ITIPOTOKOJIY "CBETO®OP"

1. Beeaenue u cdepa npuMeHeHHA

Yenoseueckuii hakTop NexKuT B 0CHOBE pelueHus npobiem kKudepbHezonacHOCTH W KHOepyCTOHYHBOCTH
B aBHanuu. [lo3ToMy NOBBILIEHHE OCBENOMIIEHHOCTH KaMKIO0I0 COTPYIHHMKA HBIAETCHA 00f3aTe/bHBIM
ycroBueM Ans obecrniedeHHs Oe30MacHOCTH M ycToifumBocTH cektopa. [lpu 3ToM He MeHee BaKHO
pa3paloTarte NONHTHKY U1 oOecledeHHs BHEAPEHHS YeTKHX HHCTPYKTHBHBIX MaTepHaloB, KOTOpbIE
NO3BOIAT CBECTH K MUHHMYMY ITYTAHHIYY B AGHCTBHUAX, KOTOPbIE HEODXOTHMO MPETIPHHATE.

Korna undopManus nocrynaer 1o KaHaly CBA3H, NOHHUMaHHE TOro, Kakod uHpopMaLHed MOXKHO
JeJMTBCA C JIPYTHMH M € KeM MOMKHO JeNHUThCA 3TOi MH(pOpMaliueil, sBIseTcs OJHHM H3 OCHOBHBIX
JeiicTBuil, TpeOYIOIMX TNOBBIIEHHA ocBenomieHHOcTH. OOMeH HHpopMmanueid 3a npeneraMH
npenonaraemoii "ceps! pacnpocTpaHeHHs" MOKET ITPHBECTH K HENpeHAMEPEHHOMY PaclpOCTPaAHEHHIO
koH(pUIeHIHanbHOH HHBOPMALMH, KOTOpas MOMKeT ObITh HCIIONB30BaHA B HeONAaroBHAHBIX LENAX H
NOTEHLHANBHO MPHBECTH K YILepOy AI8 HCTOMHHKA WHPOpMAaIHA.

B cBasu ¢ 3tuM 1 B pensx oQecredyeHHs YETKHX HHCTPYKTHBHBIX MaTepHAIOB IO KOMMYHHKALMH
u oOMeHy HH(popManMed MeXIY BCEMH 3aHHTEpPEcOBAHHBIMH cTOpoHamMHM B cdepe asuaunn HKAO
B coTpyaHuuecTBe ¢ akcrnepramu Mccnenosarensckoil rpynnel Cekperapuara no kuOGepOe3onacHOCTH
(SSGC) pazpaboTana HaHHBIH MHCTPYKTHBHBIM MaTepHan MO HCNONb30BaHHMIO mpotokona "Ceerodop”

(TLP).

JlanHoe pykoeozcTBo coorBercTByer Ilmany peiictsuil mo obecneuenmioo kuGepbesonacnocti,'
B KoTopoM B nyHkTe neHcrsuil CyAPS.4 pekomenayetcs "Henonszosars TLP (npoTtokon "Ceetodop") ans
OINpeJielieHHs YPOBHS  PAclpOCTPAHEHUS/OTPAHHYEHHH TPH  pacnpocTpaHeHHH KHOepHH(pOpMAaIHH
U ganbHelimem obmene Takoil uHpopmauuei”. bonee toro, ucnonas3opanne TLP moxkeT ObITE paciiupeHo,
yr00bl TLP M0MHO OBIIO MCMOMB30BATh B NHOOOM COODUICHHH € LN 0C000 OTMETHTh pa3pelieHHe Ha
o0MeH HHpopMaLHeil, NONIYUeHHOE OT HCTOUHHKA.

FocymapcTeaM MW 3aHHTEDECOBAHHBIM  CTOPOHAM  PEKOMEHJIYETCS  MCTIONB30BATh  JIAHHBIH
HHCTPYKTHBHBIA MaTepHal 1id paspadoTKH H BHEIPEHUA MOIHTHKH Henonb3osaHus TLP.

2. Janaua

Hacrodmmii JOKYMEHT COJEPHHT HHCTPYKTHBHBIE MATEPHANBI MO TPEBOBAHMAM B OTHOIICHHH
ucnonbzoeanud TLP npu oOmene nndopmarueii.

3. HMHcTrpykTHBHBIC MaTepHaabl no TLP
3.1 llpegnaznavyenune TLP

[Tporokon "Ceerodop" (TLP) 6611 coznan uis Toro, utodsl cnocobeTroBaTE Doliee MIHPOKOMY 00MeHY
uadopmanueit. TLP npeacrapnser coboii Habop o0o3HaveHHH, HCNONB3YeMbIX Ul obecreueHns oOMeHa
uadopManueil ¢ coorTBercTByIOLIedt ayauropuei. B Hem wucnoaesyiorTcs sera Jns  obo3HaueHHS
OKUAAEMBIX TPaHHI pacpocTpaHeHHs HHGOPMALMH, KOTOPBIE JOIKHBI IPHMEHATECS MOTydaTeneM(sIMH),
TLP umeet yeThipe LUBETA, KAK YKA3aHO B pasielne 5 HHHKeE.

TLP nmpenocragnseT NpocTyio U MOHATHYIO CXeMY IS YKa3aHUs TOTO, KOTAa H KaKHM 00pazoM MOMKHO
obMeHMBaTeed kKoHpHAeHIMANEHOH uwHpOpMauuel, cnocobcreys Oonee wacToMmy H 3DQEKTHBHOMY

! TInesmo MKAO rocyaapersam 202041 14,
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corpyanuuecTey. TLP He sBnsercs "KoHTponsHOI MapkiupoBKoit" unu cucremoii knaccudukanun. TLP He
NpeJHa3ZHavueH IS ONpe/iefieHus YCI0BHEl MHIIEH3HPOBAHUS, IPABHI 00paboTKH U MU(pOBaHHUA NaHHBIX, 4
TAKKE OrpaHHYeHHH Ha NelCTBHA WM HHCTPYMEHTApHil, HCHONB3YeMbli B OTHOLIEHWH WH()OpMaLHH.
Mapxuposxu TLP u ux onpenenenns He npeqHa3HAUYEHEI 1A 0KA3aHHA KaKoro-mubo BIHIHAA Ha cBODOIY
pacnpocTpaHenus HHGOPMALHMY WK "3aKOHEI O IPO3pauHOCTH" B Kakoi-THOO IOPHCIHKLIIH,

TLP onTumH3upoBaH A OOECMEUEHHs IMPOCTOTHI €ro MNpHHATHA, yaobounTaeMocTH M oDMeHa
uHpOpMaLHell HelmoCpeACTBEHHO MEKAY JHABMH; OH MOMET HCIONB30BATHCA B aBTOMATH3MPOBAHHBIX
cHcTeMax 00MeHa, 0JHAKO He ONTHMHIHPOBAH [T 3TOTO.

TLP ornuuaerca or npasuna "Yarem-Xayc" (kKorga coBelllaHWE HIM €ro 4YacTe IPOBOJIHTCA B
cootBercTBHH ¢ mpaBunom '"Yarem-Xayc", y4acTHHKH MOIrYT CBODOJIHO HCIIOJIB30BAThH IMOTYYEHHYH
HH(QOPMALIHIO, HO MIPH 9TOM HE PACKPBIBAIOTCA HH NEPCOHAILHEIE JAHHBIE, HH NPHHAIEKHOCTE K TOH HIH
MHOIl OpraHU3alMK JOKIATYMKa(0B) HIH J0O0r0 JpYyroro Y4acTHHKA), OJHAKO MOMKET HCIIONB30BAThCA
COBMECTHO C 3THM [TPABHUIIOM, €CJIH YYACTHHKH 00MeHa HH(popMalHeH COUTYT 3TO Lelecoo0pazHbIM.

3.2 Tpedoosannus g orHowenun TLP (T)

- T1: Ucrounuk undopmanun oba3aH IPHCBOUTE NepeapaeMoil HHMOPMALHH COOTBETCTRYIOUIYID
mapkupoeky TLP.

- T2: Ilonyuarens un(opmauuy, umMeromeil mapkuposky TLP, nomxen cobmonats tpebopaHHs
mapkupoeki TLP.

- T3: Mapruporka TLP gomxna OvlTh npucBoeHa HH(MOPMALHKY HCTOUYHHKOM C YYeTOM [PHHLMIIA
HY}KHOH nonydarento(sy) uHGopManud u ero(Mx) crnocoDHOCTH OCYLIECTBIATE AEHCTBHA Ha
OCHOBeE TepefagaeMoil HHpopMaLHH 1 ee MAPKHPOBKH, IPHCBOeHHOI cornacHo TLP.

- T4: Hcrounuk oOszan obecneuuTh, 4T0OBl NOIyuYaTelnw HHGOPMALMM, NpelocTaBIsgeMOl C
nomoweio TLP, monumanu pykoeojicTBo no obmeHy uHpopmauueil cormacno TLP u smornu
CIIeIOBaTh €MY.

- T5: Echu nonyuarteno He0OX0IHMO pacipocTpaHHTE HH(POPMALIHIO B DoJlee MIHPOKOM 00BEME, UeM
YKa3aHO B HCXOJHOM 0003HaueHHH cornacHo TLP, oH noikeH MOny4HTe YeTKOe paspelleHHe Ha
3TO OT NEPBOHAYANBHOIO HCTOYHUKA HH(OPMALIHH.

- T6: Pexomenayercs umeTh eaunyro Mmapkupoeky TLP ans xamgoro GokyMeHTa, OHAKO eCiH
JOKYMEHT COAEPKHT pa3nnvHble MapkupoBkH TLP, mapkuposka kammol cTpOKH WIH pazfiena
JOMKHA OBITh YeTKO 0003HaYeHa.

- T7: Ecnu uMerorcs HekoTOphIe crieH(pHUYSeCKHE OrPAHHYEeHH IS JalbHEHIIero pacnpocTpaHe s,
BRIXO/IALINE 33 PAMKH ONpeZieNe s NPHCcBoeHHOH Mapkuposk TLP (nanpuvep, TLP: 3EJIEHBI,
TOJIBKO JUIsl AaBHALHOHHOTO co0o01iecTBa), 3T0 JOIKHO OBITE UeTKO 0003HAUEHO.

- T8: Ionyuyatens uupopmauuu ¢ mapkupoekoil TLP ve nomwen uamenars mapkupoeky TLP npu
JanpHelIeM pacnpocTpaHeHHH HHPOPMALIHE, TIOTYIeHHOH OT HCTOYHHKA.

? 3aKOHBI O NPO3PAYHOCTH — ITO HOPMATHBHBIC AKTHI, TPOYIOUIME MPO3PAYHOCTH M PACKPHITHS HH(OPMALIMH B
NpaBUTENLCTBE MAH OH3Hece. 3aKOHLE O MPO3PAYHOCTH OODCCHOCUHBAIOT MOCTYHNHOCTL OTYETOER O COBCLIAHHAX,
NPOTOKOJIOB, PEe3yILTAaTOB rojocobanus, undopmannn of obcy:kaeHHAX B IPYrux odHUHaNbHLIX JeHcTBHI a
001IecTBEHHOr0 KOHTPOIA, Y4acTHA H/HIH MPOBEPKU.
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4. Kaxk ucnoaniosate TLP

4.1 Kak ucnonszoeats TLP B 31ekTpoHHOI movuTe

B snexTtpoHHOil kOppecniongeHuuH, obosHadeHHod npu nomowmum TLP, usetosoe o0o03HaueHHE
undopmanuu cornacio TLP momkHo ObITE yKa3aHO B CTPOKE TEMbI H B TEKCTE NMUCbMa IEpel] camMoi
mapkupopaHHoil uHdopmaumeil. Ilger TLP jmomken OwiTe yKazaH [OpoONHUCHBIMEH — OyKBaMu:
TLP:KPACHBIM, TLP:XKEJITBIN, TLP:3EJEHBIM nnu TLP:BEJIBIM. Huske npuBe/ieH npuMep yKa3aHHs
ugetra TLP:

_ TLP :KENTbINA TLP:3ENEHbIA TLP:GE/NbIN

4.2 Kar ucnoaszoBats TLP B 1okymentax

B nokymentax ¢ mapkupoekoii TLP npucsoennoe undopmariii 1iserosoe odbo3nauenne TLP nomxHo
ObITh YKa3aHO B BEepXHEM M HMKHEM KOIOHTHTYJIAX KaKIOH cTpaHHibl. Bo u3bekaHHe myTaHHIE! C
CYLIECTBYIOMIMMHI CXEMaMH KOHTPOJILHOH MapKHPOBKH PEeKOMEHJIyeTcs HaHOcHTE Mapkuposky TLP
cinpaga. L{ger TLP momxkeH ObiTh yKa3aH NponucHbIME OyKBaMu M mipudToM pazmepom 12 unu Gonblie.
Huxe npusenen obpazew ykazanus usera TLP:

[ TLP:KPACHLI S TLPKENTBIN |

5. Onpepenenna TLP ¢

[Tporokon "Ceerodop" (TLP) npegocrasiasier HCTOUHHKY HH(QOpMALHH BO3MOMKHOCTE KiIaccH(H-
UPOBaTh MHPOPMAIIHIO M VKA3ATh OTPAHMYEHHS HA PACTIPOCTPAHEHHE KaXI0il KaTeropuu WHPOPMAITHH,
KOTOPYIO OH IIPEI0CTABNSIET.

ObGoznauenus TLP M ceazaHHBIE C HHMH 3dlIpeTEl Ha HCIIOINB30BAHHEC H OIPaHUYCHHA ABJIAKTCA
CIETYHOIHMH:

MAPKHUPOBKA |OIPAHUYEHMS B OTHOILEHUH %ﬁPHMEP
TLP JIOCTYTIA U UCTIOJTh30BAHUS ;

|PackpbiTiio He nouiekuT, HuGopmauna  |OOMmeH nHdopMaLHell ¢ ydacTHHKAMH

[npeiHasHaYeHa TONBKO /IS HOMyYaTelel. |COBEILAHMS; IPAMOE HIEKTPOHHOE
\coobieHueE ¢ MApKHPOBKO

{MICTOYHHKH MOTYT HCIIONIB30BATh |TLP:KPACHBIH.

|TLP:KPACHBIM, korjna undopmanus ne

{MosKeT OBITh 3D PEKTHBHO HCIIONB30BAHA

|IPYTHMH CTOPOHAMHU M B CITyuae ee

|3710HAMEPEHHOTO MCIIONIB30BAHMSA, OHA

{MOKeT HEraTHBHO TIOBIHATH HA

|KOH(UIEHITHATBHOCT, PEMYTALIHIO WIH

[1eATENBHOCTD TOH WIH HHOH CTOPOHBL.

3 Cwm. https://www .cisa.gov/tlp
* Cwm. https:/fwww first.org/tlp
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[Tonyvarenam Hemb3s 0OMEHUBATLCA
nHpOopMaLHeit ¢ MAPKUPOBKOH
TLP:KPACHBIH ¢ xakoii-mGo cropoHoii
3a npeagenaMu 0coboil nporeIypsl
oOMeHa, COBELIAHNS HIIH IIEPErOBOPOB, B
X0Je KOTOPHIX OHa DEBLIA NepBOHAYAIBHO
packpeita. Hanpumep, B KOHTeKcTe
COBeLaHHs HH(POPMAalHA ¢ MApKHPOBKOI
TLP:KPACHBIH npeanaznauena tonbko
JU1s JIHL, NPUCYTCTBYIOLIHX Ha JaHHOM
coBellaHHH. B OonblUIMHCTRE ClTy4uaes
nHpopManueil ¢ MapKHPOBKOH
TLP:KPACHBIH cneayer o6MennBaThes
YCTHO HITH JTHYHO.

TLPKEJITHIN

OrpaHHYeHHOE PACKPBITHE HH(OPMALIHK
TOJIBKO B PAMKAX OpraHu3aiuii
nonyvaresaei.

HCcTOYHHKH MOTYT HCIIONB30BATh
TLP:JKEJITBIH, korna ms s dexTHpHbIX
nelicTBuii o 3toit nagopmMannu
TpebyeTca onpeaeeHHas NOAAEPAKa, HO
OHa CO3JIaeT PUCK A7
KOH(HICHIIHAIEHOCTH, PEIYTALIHH HITH
JeATeBHOCTH, eClin €0 00MEeHHBATLCA 34
npejaeraMi YUacTBYIOIIHX OpraHu3aui.

[Tonyuarenam paszpelnaercs
oOMeHHBaTLCA HHpOpMaLHed ¢
mapkuposkoii TLP:JKEJITBII Tonsko ¢
COTPYAHUKAMH HX cOOCTBEHHOH
OpraHH3alfy | ¢ KITHEHTaMH HIIH
MOTPeDUTENAMH, KOTOPEIM HEODX0IHMO
3HATh 3TY HHPOPMALIHIO s CBOEH
3ALIMTHI HIIH IPeJOTBPALLeHUs
JansHedurero ymepba. Herounnkn
MOTYT YKA3aTh A0NOJIHHTEILHbIE
AeaaeMble OTPpAHHYEHHA o6MeHA
HHgopManKeii: OHH 10.KHbI
co0IaaTheA.

Hudopmuposanue CSIRT oprannsainu o
NPU3HAKAX HECAHKITHOHUPOBAHHOTO
noctyna k JaHHeIM (IoCS). Takne
coo0LIeHHs MOTYT OBITE HallpaBJIeHbl B
SOC nns ganbHeHIIHX TeHCTBHIA.

OrpaHH4YeHHOE PACKPLITHE HHpOpPMATIHH
TOJIBKO B PAMKaX ONpPeeeHHOrO
cooOIecTra.

MeTouHHKH MOTYT HCTIONB30BATh
TLP:3EJIEHBIMH, korna nadopmauus
MOJIe3Ha 171 OMOBEIIEHHS BCeX
YUACTBYIOLINX OPraHu3alui, a Takke
OpraHH3alMii C pABHEIM CTATYCOM B
npejenax Hojee NIMPOKOTo COODIIECTRA
WITH CEKTOPA.

[Tonyuarenam pazpernaercs
oOMeHHBaTheA HHGOpPMaLHei ¢

mapkuposkoii TLP:3EJIEHBIM ¢

OOmeH pe3yabTaTaMi aHAIH3A
BPEIOHOCHOTO POrPaMMHOTO CpelcTBa
C MECTHBIM CEKTOPOM aBHALIHOHHOH
OTpaCIIH.
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OpraHH3alHAMH C PABHBIM CTATYCOM H
MapTHEPCKUMH OPTaHH3ALHAMH B
Mpeaenax X CeKTopa HIH coobuiecTBa, HO
HE 4epes 0DLeI0CTYITHRIE KaHATE.
Mudopmannio 3Toil KATEropuH MOKHO
LIHPOKO paclpocTPaHATE B lIpejenax
KOHKpeTHOro coobiectsa. Packpeitie
rHpOpMALIUH ¢ MAPKHPOBKOH
TLP:3EJIEHBIH 2a npegenamu
KOHKPETHOI'0 cooDLIecTBa He
JOMYCKAETCH.

PackpeiTHe HHPOPMALIMK HE OTPAHHYEHO.

McTOMHHKH MOTYT HCITONB30BATH
TLP:BEJIBIN & coorsercTBun ¢
NpUMeHsAeMbIMH [IPABHIIAMH H [IOPAIKOM
OTKPBITOH MyOMHKALMH, KOT1a
HHpOpMaLNA CONPAXKEHA ¢ MUHHMAaIbHBIM
TLP:BEJIBIIT PHCKOM WIIH [IpeanoI0KHTeILHO
OTCYTCTBYET PHCK 30HAMEPEHHOTO
HCIIONB30BAHKA.

[Ipu ycrnoBuy coONIOICHHA CTAHAAPTHEBIX
ABTOPCKHX MpaB HHPOPMALHS C
mapkupoekoit TLP:BEJIBIHN moxer
pacnpocTpaHATeCs 0e3 OrpaHHIeHH.

[TamsaTka o BonpocaM 0DIIECTBEHHOMH
Oe3onacHOCTH.

6. Coxpainenus

CSIRT | I'pynma pearHpoBaHHsA Ha HHIUAEHTHI B 00NACTH KOMITLIOTEPHOH
Oe3onacHoCTH

ICT HudopMmaliHoHHBIE 1 KOMMYHHKAIIHOHHEIE TEXHOJIOTHH

10CS [Tpr3Haky HecaHKUMOHMPOBAHHOTO JOCTYIIA K TAHHBIM

S0C LlenTp obecnevenns Ge30MacHOCTH

TLP [Tporokon "Ceetodop”

— KOHEL —
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